REF. 00121-000700000 METHOD AND SYSTEM FOR FAILURE ANALYSIS AND 
MANGEMENT IN A STORAGE AREA NETWORK GAUTAM GHOSE ET AL. 
10/28/2003 
FIG. l/IO 



102 




100 



Storage 

Virtualization 
Controller 



Storage 

Virtualization 
Controller 



160 



Storage 

Virtualization 
Controller 



1260 





106 



FIG. 1 



REF. 00121-000700000 METHOD AND SYSTEM FOR FAILURE ANALYSIS AND 
MANGEMENT IN A STORAGE AREA NETWORK GAUTAM GHOSE ET AL. 
10/28/2003 
FIG. 2/10 



200 



210 



209 



Hosts 




VLUN 2a 



LUN 1B 



VLUN 4 



222 



223 



LUN 3 




VLUN 2b 






VLUN 3b 







226a 
-226 
226b 



VLUN 1 



VLUN 3a 



^232 
Storage Device 1 



^^236 
Storage Device 3 



224a 

^224 
224b 



234 

Storage Device 2 



FIG. 2 



REF. 00121-000700000 METHOD AND SYSTEM FOR FAILURE ANALYSIS AND 
MANGEMENT IN A STORAGE AREA NETWORK GAUTAM GHOSE ET AL. 
10/28/2003 
FIG. 3/10 



302 



318 



330 



316 



Failure Analyis 
Module 




System 
• •• / Error 
Event 



Fan 
Monitor 



304 



305 




Temp. 
Monitor 



• •• 



System 
Monitor^ 



306 



308 



FIG. 3A 



Failure Analyis 
Module 



316 



324 




320 



I/O 
Processing 
Element. 



• •• 




I/O 
Processing 
Element^ 



□ 
□ 



322 



FIG. 3B 



REF. 00121-000700000 METHOD AND SYSTEM FOR FAILURE ANALYSIS AND 
MANGEMENT IN A STORAGE AREA NETWORK GAUTAM GHOSE ET AL. 

10/28/2003 
FIG. 4/10 



402 



Failure Analyis 
Module 



412 



Rule^ 





Action., 


Pattern., 





414 





Actiong 


Pattern2 






• •• 



416 



Rule, 





Action^ 


Pattern^ 





Error Code 
= E1 



Error Code 
= E2 



Error Code 
= E3 



Fan 
Failed 
Event 



Over- 
Temp. 
Event 




Error Code 
= E_ 



• •• 



Error 
Events 



404-/ 




406-^ 


408^ 




410-^ 






T=100 




T=120 


T=125 




T=t, 


Time 



FIG. 4 



REF. 001 21-000700000 METHOD AND SYSTEM FOR FAILURE ANALYSIS AND 
MANGEMENT IN A STORAGE AREA NETWORK GAUTAM GHOSE ET AL. 
10/28/2003 
FIG. 5/10 




Failure Analysis Module Identifies One Or More 
Predeternnined Error Actions And One Or More Error 
Events Associated With The Storage Area Network 



504 



Specify An Error Pattern Based Upon A Combination Of 
One Or More System Error Events And 
I/O Error Events In The Storage Area Network 



506 ^ Associate An Error Action To Perform In Response To 

The Error Pattern 



508 Load Error Pattern And Associated Error Action Into 

Failure Analysis Module 



FIG. 5 



REF. 00121-000700000 METHOD AND SYSTEM FOR FAILURE ANALYSIS AND 
MANGEMENT IN A STORAGE AREA NETWORK GAUTAM GHOSE ET AL. 
10/28/2003 
FIG. 6/10 




Generate Error Event Error Codes From Monitor 
Modules In Response To Conditions Of Connponents In 
Storage Area Network 



604 — \ Receive Error Event Error Codes In A Failure Analysis 

Module Over A Time Interval 




Compare Temporal Arrangement Of Error Event Codes 
Received Against A Set Of Error Patterns Loaded In The 
Failure Analysis Module 



608 



Identify Error Action To Perform In Response 
Comparison By Failure Analysis Module 



FIG. 6 



REF. 00121-000700000 METHOD AND SYSTEM FOR FAILURE ANALYSIS AND 
MANGEMENT IN A STORAGE AREA NETWORK GAUTAM GHOSE ET AL. 
10/28/2003 
FIG. 7/10 



704 



706 



702 



ErrorRule 



♦markForGarbageCollect:bool& 
4numOccurance:U32 & 
♦Priority:U32 & 
♦SingleTrigger:Bool & 
♦Version:U8 & 



o 



•builclFromXML:bool & 
aErrorRuleO 
•buildFromgMsgO 
•matchNewEventReportsO 
• retrieveEventDependencies 



o 



708 



DependentEvent 



eventCode: Event ID 



ErrorPattern 



hrrorAction 



ErrorEventReport 



710 
712 
714 



702 



ErrorRule 



718-^ 

Threshold 



♦eventCode: U32 & 
♦objectSpecific:Bool & 
♦affectedObjectiObjectReference & 
♦thresholdValue:U32 & 
♦currentValue:U32 & 
♦timeWindowiTime & 
♦notification Event: Event ID & 



•ThresholdO 
•buildfromMsgO 



FIG. 7 



REF. 00121-000700000 METHOD AND SYSTEM FORFAILURE ANALYSIS AND 
MANGEMENT IN A STORAGE AREA NETWORK GAUTAM GHOSE ET AL. 
10/28/2003 
FIG, 8/10 



710 



804 



806 



ErrorPattern 



♦objectReftObjectReference & 
♦objectSpecific:Bool & 
4temporalOperator:U32 & 
♦timeWindow:Time & 



o 



•ErrorPatternO 

•buildFromXMLStructureO 

•buildThresholdO 

•matchNewEventReportsO 

•retrieveEventDependenciesO 

•buildCompoundEventsO 



o 



810^ 


DirectEventDefinition 


♦eventCode: EventID & 
♦repeatCount:U32 & 




•DirectEventDefinitionO 

•buildFromXMLStructureO 

•retrieveEventDependenciesO 





CompoundEventDefinitlon 


> 

814^ 
816-^ 


♦timeWindow: Time & 
♦TemporalOperatorTemporalOperator & 
♦objectSpecific:Bool & 
♦objectRefiObjectReference & 

♦repeatCount:U32 & 


•CompoundEventDefinitionO 

•buildfromXIVILStructureO 

•retrieveEventDependenciesO 




818^ ? 


820-^ 
822-^ 


SimpleEventDefinitlon 


♦eventCode: EventID & 
♦repeatCount:U32 & 


•SimpleEventDefinitionO 
•buildFromXMLStructureO 
• removeOwnededObjectsO 
•retrieveEventDependenciesO 



FIG. 8 



REF. 00121-000700000 METHOD AND SYSTEM FOR FAILURE ANALYSIS AND 
MANGEMENT IN A STORAGE AREA NETWORK GAUTAM GHOSE ET AL. 

10/28/2003 
FIG. 9/10 



904 



712 



ErrorAction 



♦ErrorActionO 
♦buildFromXMLStructureO 



906 



EventBased ErrorAction 



♦eventCode: EventID & 



•EventBasedErrorActionO 

•buildPromMsgO 

•buildFromXMLStructureO 



914 



916 



908 



MessageBased ErrorAction 



♦proxyOpcode: ProxyServicelD & 
4servicelD:ServicelD & 



•MessageBasedActionO 
•buildFromMsg () 
•buildFromXMLStructureO 



714 



ErrorEventReport 



♦sequenceNumber: U32 & 
♦eventCode:EventlD & 
♦timestamp:DateTime & 
♦erroredObject:ObjectReference & 
♦psErrorDataPropertySheet & 



•ErrorEventReportO 



FIG. 9 



REF. 00121-000700000 METHOD AND SYSTEM FOR FAILURE ANALYSIS AND 
MANGEMENT IN A STORAGE AREA NETWORK GAUTAM GHOSE ET AL. 
10/28/2003 
FIG. 10/10 



To San Switch 

Fabric And 
Storage Devices 



1002 



MEMORY 



Failure Analysis Module 



Predetermined Error 
Events And Actions 



Error Pattern Module 



Component Monitor 
Modules 



Run-Time Module 



1018 
1020 
1022 
1024 
1026 



1004 



1006 



Multi-Port 
Storage 
Interface 



1016 



Program 
Memory 



Network 
Communication 
Port 



Processor 



Secondary 
Storage 



I/O Ports 



1008 



1010 



1012 



1014 



To Peripheral 
Devices 



FIG. 10 



